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	1
	Purpose
	1 - 2



This policy is in place to make clear Hull Parent Carer Forum,  hereafter known as HPCF,  position in terms of data protection requirements; especially to ensure compliance with EU General Data Protection Regulations (GDPR). The GDPR (May 2018) supersedes the Data Protection Act (1998).  
HPCF will also seek to ensure that the following key legislative changes are recognised, adhered to and disseminated to all necessary parties as defined in the scope of the policy:
· Regulations for obtaining consent
· Age barrier for data collection to be lifted to age 16
· The requirement to delete data not being used for its original purpose
· The ability for people to revoke their consent to data processing
· The 72 hour time limit to report data breaches to data regulators
· A single national office for complaints
	2
	Scope
	2



This policy covers all aspects of HPCF where information is held regarding Directors/Steering Group members, Staff, Volunteers, Parent Representatives, Parent Carers, and interested professionals. It covers electronic and hard copy information. This policy also covers third parties (data processors) who hold data supplied by HPCF (see definitions for data processors). This policy should also be read in conjunction with HPCF Privacy Notice (HPCF-TLD-????)

	3
	Target Audience
	2



The target audience for this policy is the general public, HPCF Steering Group, Staff, Volunteers, Parent Representatives, data processors and other interested parties.

	4
	Responsibilities
	2



As a Community Interest Company (CIC) HPCF is deemed to be the Data Controller and the Directors who have responsibility for running the company as such have responsibility for ensuring HPCF follows data protection requirements.

The responsibility for updating records electronically and hard copy is delegated to specified staff. 

The Directors will have overarching responsibility for dealing with any issues including problem solving and ensuring data protection compliance and advising the staff/volunteers of any action required.


	5
	Definitions and Terminology
	3



There are some key terms/ definitions that have been brought in with the GDPR (2018) and are:

Data Subjects may include not only individual customers, but also employees.
Controllers may be organisations or individuals who process data for legitimate purposes. A company, as a separate legal entity, is normally the Data Controller, rather than an individual employee who is simply part of that company.

Data Processor may be organisations or individuals who process data on behalf of the Controller. For example, an outsourced service provider. THE GDPR does not consider employees of the Controller to be Processors

Processing refers to any activity relating to personal data, from initial collection through organising, altering, consulting, using, disclosing or combining, to final destruction.  This includes holding data either electronically or manually.

A single supervisory authority exists who will supervise the state where any organisations main data processing activities occur. The UK supervisor will by the Information Commissioners Office (ICO)

Personal Data Breach is a new term defined as a ‘breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of or access to personal data transmitted, stored or otherwise processed.

Consent of the individual means only express consent will be allowed and implied consent will no longer apply. Firms/ Businesses need to amend their terms of business to comply with this requirement.

Right to be forgotten applies when consent is withdrawn or there is an objection to processing (on certain grounds). Organisations are required to erase personal data themselves and request that any third parties that they have shared data with do likewise.

	6
	GDPR Aims and Statement
	3 - 4



The GDPR legislation is intended to prevent people or organisations from holding and using inaccurate information on individuals, whether relating to private lives or business.
This is further intended to give the public confidence about the use of their personal information, and to ensure their right to check any information held about them is complied with. Personal data should also be kept secure, safe and free from misuse.
HPCF will fully comply with the Data Protection Act 1998, GDPR 2018 and the new principles, which state that information must be:
· Fairly, lawfully and transparently processed
· Used only for the intended purpose (Purpose Limitation)
· Follow data minimisation
· Accurate
· Not kept longer than necessary  and the new “right to be forgotten)
· Kept secure
· Accountable

HPCF recognise that the above principles relate to both paper and electronic systems of record keeping. 
Furthermore:
1. This information will not be disclosed to any other party, unless with specific permission of the person it relates to. Third party access is explained more fully in the consent section of this policy and on the Privacy Notice.
2. Any person may request that their details are removed from our records.  
3. Any person may request a copy of their information at any time.
	7
	GDPR Principles
	4 - 5



The GDPR Principles fall into seven categories:
1. Fair, Lawful and transparent processing
This is the requirement to process data fairly and lawfully and extensive in scope.  There is also an obligation to tell data subjects what their information will be used for. 
2. The purpose limitation principle
This refers to using information only for the specified, explicit and legitimate purposes for which the data was collected and not for any other purpose. Data collected for one purpose my not be used for another.
3. Data Minimisation
This means that only personal data actually needed to achieve the intended purpose may be collected. Personal data should be adequate, relevant and limited to what is necessary. Where appropriate such data should be kept up to date.  Every reasonable step should be taken to erase or correct inaccurate data.
4. Accuracy
Data controllers are responsible for taking reasonable steps to ensure that personal data is accurate
5. Data Retention Periods
Data should not be kept longer than necessary and the “right to be forgotten” should be considered. 
6. Data Security
Controllers are responsible for the security of the data they collect. This includes the security of the data when it is being processed by a third party as well as the controller itself. Security refers to internal and external threats. Security of both electronic and physical records is required.
7. Accountability
The Data Controller is responsible for compliance with the data protection principles and must be able to demonstrate the steps taken to ensure compliance.
	8
	Consent
	5 - 6



Consent is the usual lawful basis for obtaining and processing personal data so where HPCF requires consent all data subjects will be provided with a clear explanation of the data processing to which they are consenting.  HPCF will enable data subjects to opt-in freely and entirely voluntarily. 
HPCF will not use opt-out, pre-checked fields or silence to presume consent has been given. HPCF will not use open-ended or catch-all wording on any documentation where consent statements are written.
HPCF will explain clearly, intelligibly and precisely the scope and purpose of data processing and the context.
Informed Consent
HPCF when seeking consent will provide the following information:
· Who HPCF(Date Controller) is and where HPCF is based 
· The Purpose of any processing
· Any third party involvements
· Access and correction rights.
· The right to be forgotten and to object.
· The right to withdraw consent.
· The mechanism for exercising these rights.

Obtaining Consent (Methods)

HPCF will obtain consent 

Online:
· By asking people to tick an opt in field which will be alongside a statement defining the reason for consent/ the requested information.
· By downloading instructions as appropriate
· By completing consent forms that capture all relevant data required. There will be a clear statement to go along side this.
Offline:
· Signing a data protection authorisation
· Completing a form

All methods used by HPCF or obtaining consent will be distinguishable from other matters.

Withdrawing Consent

Data subjects have the right to withdraw their consent at any time, using the same mechanism by which they gave consent.

This is not a retrospective right so consent cannot be withdrawn for processing that has already occurred.

Details of how consent can be withdrawn are available on all documents that request consent.  
	9
	Sanctions
	6



HPCF could face being sanctioned (as the data controller) depending on:
1. The nature, gravity and duration of any infringement of the GDPR
2. The number of individuals affected
3. Any elements of intentional behaviour or negligence
4. Any mitigating steps taken
5. Any previous infringements
6. The degree of cooperation
7. Self-reporting
8. Any aggravating or mitigating circumstances.
	10
	Data storage and retention
	7



· Data held by HPCF will be password protected if held electronically and kept in secure locked files if held manually.
· Data will only be kept for as long as is necessary.
· Payroll information should be kept for 3 years and other employee information for one year
· Data of a personally identifiable nature will only be kept for as long as is absolutely necessary

	11
	Cyber Security
	7



HPCF takes cyber security very seriously and will:

· Ensure all software is up to date
· Install security software on all PC hardware
· Enforce policies and procedures especially relating to mobile/ internet/ social media and computer use
· Educate staff and volunteers

	12
	Processing Sensitive Personal Data
	7



HPCF as a Community Interest Company are permitted to process sensitive personal data for reasons of consent, legitimate interest and when necessary for contractual purposes.

Processing of sensitive personal data is permitted under certain circumstances:
· With explicit consent
· In relation to employment law
· For vital interests
· By charitable or non-for-profit bodies
· If data is manifestly made public by the data subject
· For legal claims
· For reasons of legitimate interest
· For medical diagnosis and treatment.
· For public health reasons
· For historical, statistical or scientific purposes
· Exemptions under law

	13
	Data Subject Rights
	8 - 9



1. Data subjects have enhanced rights under the GDPR; the right to:
· have clear and concise information
· rectification
· be forgotten
· restrict processing
· data portability
· not to be evaluated on the basis of automated processing
· object to processing
· be informed of their rights

2. HPCF will seek to ensure information is transparent, clear and sufficient, but not too long.
3. HPCF will enable data subjects to review data held about them and may request proof of identity to help link data to an individual. 
4. HPCF may refuse a request for data if the data cannot be linked to an individual who has made the request.
5. HPCF have a time limit of one month to supply requested data. This can be extended to three months in special circumstances.

Access Rights to Data Cover; HPCF will provide:

· Information on how and where personal data is being processed
· Why data is being processed
· Information about the categories of data being processed
· Information about who data will be shared with
· Information on how each form of data gathered will be stored for and how this is determined; specific timescales will relate to specific types of data.
· Details on data subjects rights to:
· Erasure
· Rectification
· Restriction of processing
· How to make objections
· Details on how to complain to the ICO
· Details on how to obtain a copy of personal data

Data subjects will be able to exercise their rights for free with some exceptions; HPCF will charge a £10 administration fee for the provision of information where the request is repetitive, manifestly unfounded or excessive. HPCF will ensure that inaccurate or incomplete data is rectified or erased.

HPCF currently have a maximum of 40 calendar days to provide data when requested to do so by a data subject

Right to be forgotten

Data subjects may exercise their right to be forgotten whereby all personal data must be deleted if the continued processing of the data is unjustified. The right to be forgotten can only be demanded when the retention of data is not GPDR compliant.

HPCF will adhere to this right in the following circumstances:

· If the data is no longer needed
· The processing of the data was based on consent that has been withdrawn
· After an objection has been raised by the data subject
· If the processing is deemed unlawful
· To comply with the law.

There may be times when HPCF may have grounds to continue processing data that overrides any objection to that processing.

Rectifying Data
HPCF will rectify (correct/ amend) data when:
· Accuracy is contested
· The processing of the data is deemed unlawful
· Data is required for legal cases
· There is a pending request for erasure

HPCF will ensure any third party data processors are actioned to rectify the data.

	14
	Data Controller and Obligations/ Duties
	9 - 10



Who is the data controller?

HPCF in the case of this policy is the data controller and as such determines the use to which personal data is put: why and how it is processed.

HPCF is accountable for the actions of all processors used whether they are for the purposes of Payroll, Pensions, Management or any other matter.

HPCF responsibilities include:

· Implementing any technical measures relating to data
· Privacy Notices
· Staff training
· Monitoring adherence to conduct rules
· Evidence compliance 
· Maintaining policies and procedures about all processors involved, internally and externally including: checking and updating contractual agreements, monitoring privacy policies and security. 
· Take appropriate technical and organisational measures against unauthorised or unlawful processing of personal data against accidental loss, destruction of or damage to personal data using:
· Encryption
· Ongoing security reviews
· Back-up and restoration of facilities
· Regular testing of contingency plans and security

HPCF will take consideration of the following areas (this list is not exhaustive)

· Smartphone security, password protection an erasure if lost
· Laptop encryption and the amount of data held
· Physical security of filing and office computers
· Password protection and resetting
· Internet security and spyware protection
· Email encryption, secure messaging and secure file sharing
· Back-up drives
· Secure document disposal
· Visibility of computer screens
· Telephone conversations in public or insecure environments
· Policies covering use of personal devices of employees.

Ongoing risk assessments will take place focussing on the risk of data falling into the wrong hands.



	15
	Data Processor and Obligations
	11



Processers HPCF use also have direct compliance obligations relating to GDPR and can face direct enforcement actions or penalties.

HPCF will only appoint processors who comply with the GDPR and written agreements will be in place that includes:

· Only acting on the Controllers instructions
· Confidentiality obligations for all personnel with access
· Data security obligations
· Rules for appointing sub-processors
· Implementation of assistance in complying with data subject requests
· Assisting Controllers in getting approval as required
· Returning or destroying data at the end of a relationship
· Providing the Controller with the information necessary to demonstrate GDPR compliance

If any processor starts deviating from HPCF written instructions, HPCF will rectify this as it is HPCF who is responsible under GDPR. The processor is required to report any breaches from their side to HPCF.

All processors used by HPCF need to comply with requirements for:
· Record keeping
· Security
· Breach reporting
· Data protection officer appointment
· Restrictions on cross-border transfer.

	16
	Why HPCF hold data
	11 - 12



HPCF cannot collect data on a just in case basis. This means decisions made relating to data take account of what the personal data will be used for, what data is required and how long it is required.  HPCF hold data for the following reasons:

· Volunteering
· Events Booking
· Participation/ Training/ Research
· Family Based Trips/ Activities/ Events
· Enquiring about our organisation and its work
· Subscribing to e-news for updates about our work
· Making a donation
· Website functionality
· Forum membership
· Banking and Other Finance Matters
	17
	Legitimate Interests Assessments
	12



There are three lawful bases for processing data and HPCF make decisions about which ones to use:
· Consent
· Necessary for the performance of a contract
· Legitimate interests
	18
	Types of data held by HPCF
	12 - 13



Name
Address
Phone Number
Email Address
Date of Birth
BACs Information 
Age 
Area of need 
Ethnicity
Photographs and video
	19
	How HPCF use data
	13


HPCF use data for:
· identifying trends, 
· targeting services, 
· volunteering and employment
· payment of expenses, 
· to facilitate banking and other financial matters,
· hiring of facilities, 
· accessing events/activities
· participation monitoring
· sharing and promotion of all services including on social media

	20
	Why HPCF use third parties (data processors)
	13



HPCF may make use of third parties (data processors) for the purposes of:
· payroll and pensions management, 
· grant monitoring 
· Finance and accounting


Third parties are clearly identified and systems for ensuring they correct or erase data are established.
	21
	Data Breaches
	13 - 14



HPCF takes data breaches very seriously and has an obligation to report any breaches to the ICO without delay and within 72 hours. If a breach should occur HPCF will inform the relevant data subject. Any records of breaches will be kept on file. The only exception to HPCF reporting requirement is where the data breach is unlikely to cause harm to the data subject. 

When HPCF notify the ICO of a breach the following information will be supplied:
· A description of the breach, including numbers and categories.
· A contact name and details.
· An assessment of the likely consequences
· The measures taken to mitigate or remedy the situation.

Notifications to data subjects will include a contact point, the likely consequences and any measures taken. 

Any necessary action will be taken against any person found to have deliberately made any data breaches. Employees will be subject to disciplinary procedures.
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